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Browsers 101




Browsers

Most used software on your computer

Key considerations: speed, compatibility

Top 4: Chrome (69%), Firefox (7%), Safari (4%), Microsoft
Edge (8%)

New considerations: privacy, customization, convenience
features, mobile integration, minimizing memory usage
Features being added used to come from extensions

Firefox has an educational mission

Browser usage %s provided by Jim Hamm as published by Computerworld



Browser Capabilities

Choice of search engines (most include DuckDuckGo)

Can sync bookmarks, passwords (encrypted), open tabs, etc.
across devices

Lots of extensions available (esp. Chrome; Safari most
limited)

Reading mode (strips out adds), social media share

capabilities, page repository for later viewing



Privacy

Privacy mode - discards history and cookies & hides activities
from third-party tracking sites

Fingerprint protection - prevents trackers from identifying you
based on your hardware and software setup

[Firefox] Content blocking - fend off known trackers and
cryptocurrency-mining ploys (?7?)

[Opera] — built in VPN (virtual private network)
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Browser Extensions 101

Browser extensions increase the capabilities of your web
browser with additional features, modify web pages, and
iIntegrate your browser with other services you use.

Using too many can slow your browsing

There are some bad actors, so pick from trustworthy providers
Apple curates extensions for Safari — they must be acquired

through the App store or the Safari extensions gallery



What Extensions Are You Using?
Safari/Preferences/Extensions

& 5P File Edit View History Bookm:

About Safari
Safari Extensions...

US NEW YORF
Preferences... 38, |

Clear History...

Services =
Hide Safari 3k H
Hide Others \3€EH

Quit Safari #Q
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What Extensions Are You Using?

; / | ; \f

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

@ 1Password

ABP

ABP Control Panel

O Webex Meetings

| Ghostery Lite Con...

Extensions

QO & O

@ Ghostery Lite Content Blocker - Network Filters 1.1.0
L:\A Additional network block list filters to remove advertising networks.

Uninstall

“"Ghostery Lite Content Blocker - Network Filters” does not have permission to read or
transmit content from any webpages.

v g Ghostery Lite Con...

(

Ghostery Lite Con...

Ghostery Lite Saf...

(

R Rakuten Cash Back

More Extensions...

11



Safari Extensions

[ NN M Done
GET STARTED
Safa ri EXtenSionS Safari Extensions allow Mac users to explore the web exactly the way you
want. Find helpful information about a web page, display news headlines,
or quickly access and share content to your favorite app and services. To
get started, choose Preferences from the Safari menu, select the
Extensions tab, and click the checkbox to turn on the extension.
Learn to use Safari Extensions >
Level Up Your Browser
Instapaper Save Save to Pocket
Save anything. Read anywhere. Capture stories for later
I v
N GET GET
Ecosia Grammarly for Safari
@ Plant trees with your searches Great writing, simplified
GET GET chases
1Password 7 - Notebook - Take Notes, Sync
@ Password Manager Create Beautiful Notes
Generate & keep passwords safe —
GET o - GET

— Honey for Safari _ Wayback Machine

Safari extensions must be obtained from the App store or the Safari Extensions gallery.
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\What Extensions Are Available?
Safari Extensions

@ KOl File Edit

About Safari
Safari Extensions...

Preferences...

Clear History...
Services

Hide Safari
Hide Others

Quit Safari

View History Bookmi

US NEW YORK
ab, |

3t H
. 3H

#EQ
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Safari Extensions

[ BON 1] Done

GET STARTED

Safa ri ExtenSionS Safari E.xtensions.allow M.ac users to explore the \{veb exactly the wgy you
want. Find helpful information about a web page, display news headlines,
or quickly access and share content to your favorite app and services. To
get started, choose Preferences from the Safari menu, select the
Extensions tab, and click the checkbox to turn on the extension.

Learn to use Safari Extensions
Level Up Your Browser

Instapaper Save Save to Pocket
I Save anything. Read anywhere. Capture stories for later
N GET GET
Ecosia Grammarly for Safari

Plant trees with your searches Great writing, simplified

GET GET

1Password 7 -
Password Manager
Generate & keep passwords safe

Notebook - Take Notes, Sync
‘ ’ Create Beautiful Notes

GET rchases GET

— Honey for Safari _ Wayback Machine
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Installing Extensions

Go to the App store or Safari extensions gallery
“Get” as for any other app

Safari/preferences/extensions and click in the box to activate
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Popular Browser Extensions




AdGuard Adblocker

o0 e <
Q: AdGuard for Safari
Adblock and privacy
* Discover Adguard Software Limited
.

@ Alcade 50 Xk kk*  No.63
» Create 8 Ratings Utilties
<4 Work

What's New
& Play

In this version, we fix several crashes and address other stability issues. Also, AdGuard for Safari now
/> Develop supports scriptiets (this is a new 100l 1o enhance ad blocking quality).
@ Categories

Preview
€3 Updates

U AoGuaro ¥ aoGuarD
Speed ug e loadng of wed seges Dot bet themn Dack your data

aad a e —
U st -
S -
- e
e r—
_— e e— -~ AR
- - e e
»
-

— -

4+

I'\’,}P

Version History

2W ago

Version 1.4

Free! Blocks ads (esp. from malicious websites). Blocks tracking pixels. Allows whitelisting.

17



Instapaper (or Pocket)

Instapaper Save

‘ -
What good is info 5
o ',:‘;‘.j:..}:‘.‘.:..";‘.“’ —
- A—

" Vet

I E

Instapaper Save is the official savina tool for Mac users. Just loa into the Instapaper app on your Mac and then click the

Free! Allows you to save & categorize articles for later reading. Can sync across devices.




Y Discover
))- Create
+9 Work

& Play

/™ Develop
8 Categories

£) Updates

Free! Only works with Mac OS Catalina. Extends blocking and provides privacy score for sites.

DuckDuckGo

DuckDuckGo Privacy Essentials

Privacy, simplified.

Block Trackers

DuchDuchGo Privacy
Essontioh Dlocks tackerns,
D'W Hhose COMEariesy
from colecing youwr dota

DuckDuckGo Privacy Essentials bundies the privacy tools you need to seamiessly take
control of your personal information and stay more private online by default, no matter where
the Internet takes you
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Honey

Honey for Safari

4.8 v & & & & No. 1

Join over Never search for
10 million members coupon codes again

Q BuzrfFeeo

Automatically find and apply the best coupon code at checkout.
One click and Honey searches the internet for promo codes and applies the best one for you on thousands of popular
shopping sites

Free! Coupon aggregator. Saves $$s at checkout when you buy online.
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Ra kU N e A (formerly ebates)

Rakuten Ebates Cash Back

uf

R
With our
Magic feature

Ty
you |l always get

the lowest price.

Cash Back + Coupons

By clicking Get you agree to the additional Rakuten Ebates Extension Terms & Conditions
htps://www.rakuten.com/help/article/ebates-cash-back-shopping-program-terms-360002101668

Free! Offers coupons and cashback when you buy online. Sends $s periodically.




Liner — Web/PDF Highlighter

LIN

ER - Web / PDF Highlighter

4.5 ik K A No. 115

What's New

We're updating LINER app every week 1o make the app more faster and useful for you
This update includes

Preview

ething

is creativity really? at is creativity really?

brain,

e, which

ng

Free! Allows you to share/save content with key items highlighted.
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Ghostery Lite

Ghostery Lite

4.6 ¥ & x4 No. 24

Ghostery Lite for Safari provides fast, simple and safe browsing
Ghostery Lite for Safan provides fast, simple and safe browsing. it protects your privacy online by stopping trackers from

accessing your personal data and blocks ads to keep the websites you visit clutter free. it delivers the tracking protection our
users have come to know and love but with minimizing the need for customization or maintenance. We created talored

Free! Blocks tracking and ads without slowing down your browsing.
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PiPer

youtube.com S, _'T' al

Open Picture in Picture mode

e [ & O3
———

Free! Adds picture in picture button to Youtube, Netflix, etc. e



Turn Out the Lights

3 8 youtwbe.com “

\ FANDANGO

Free! Blurs out “stuff” surrounding picture with Youtube, other streaming websites.



HoverSee

™ Matgues Bownlee

T
A

$7.99! You hover over potential content and the app lets you preview the content.
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Raindrop.lo

Raindrop.io for Safari

.l‘:( 1:-‘, .}-"‘; .L-'-‘. ‘)AA‘» NO. 92 4 X

d Ad jaye b

Makinn Memn

W ourie haua anu ideuiae nlasea rhark haln nana hrtae - 'aln raindean iniman_oafan

Free! Bookmark organizer
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1Password

1Password 7 - Password Manager

Generate & keep passwords safe rve OET ‘
AgileBits Inc Oatdeie

*hhTrYy (00N No. 40 4+
22 RMirngs Apps Productinty Age

1Password keeps you safe online,

Secure by design,

feature, it Ir foundation

appantos

Well known password manager extension for Safari ”e



Guess the Board Member

1. John Acquavella
2. Sondra Bradshaw
3. John Carter

4. Frank Croft

5. Art Gorski

6. Jim Romaine

Rules: Keep a score sheet. Honor system. If you get 6/6 or 5/6 correct let us know via the chat

window. The first 4 with the highest scores will receive prizes. Indicate preference for prizes.
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Profile 1 — "Privacy & security”

i

General

v @ 1Password

Extensions

=/ ¢ Q= 0@ & o

Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

0 AdBlock Engine

0 AdBlock Icon

(< I < I <

=

Ghostery Lite Con...

Ghostery Lite Con...

Ghostery Lite Con...

Ghostery Lite Saf...

1Password 7.4.3
® Easy Access to Your Logins, Credit Cards and Identities.

Uninstall

Permissions for "1Password":

Webpage Contents
Can read sensitive information from webpages, including passwords, phone
numbers, and credit cards on:

* all webpages

Browsing History
Can see when you visit:
* all webpages

More Extensions...
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Profile 2 — “Leave me alone”

T 161%@ )

< safari Content Blockers

ALLOW THESE CONTENT BLOCKERS:

. AdBlock
(@ AdBlock— Ad Blocking

@) AdBlock — International Language
@ AdBlock — Privacy Shield

B AdBlocker by F-Secure

@ AdGuard — Custom

AdGuard — General

AdGuard — Other

AdGuard — Privacy

< JIE < JOK < JOE < |

AdGuard — Security

@ AdGuard — Social

8666.8.0686086

o NeverAds

Content blockers affect what content is loaded while using Safari. They cannot send any information about
what was blocked back to the app.
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Profile 3 — “Bare Bones”

@) (@) Extensions

|

General

=/ ¥ QmO © B O

Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

q “Open In" button {...

More Extensions...
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Profile 4 — “Light touch”

‘ Ghostery Lite Con
‘ Ghostery Lite Con
v ‘ Ghostery Lite Con..

‘ Ghostery Lite Saf.




Profile 5 — “Privacy & Cash Back”

i

; / | ; \f

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

@ 1Password

ABP

ABP Control Panel

O Webex Meetings

| Ghostery Lite Con...

Extensions

QO & O

@ Ghostery Lite Content Blocker - Network Filters 1.1.0
L:\A Additional network block list filters to remove advertising networks.

Uninstall

“"Ghostery Lite Content Blocker - Network Filters” does not have permission to read or
transmit content from any webpages.

v g Ghostery Lite Con...

(

Ghostery Lite Con...

Ghostery Lite Saf...

(

R Rakuten Cash Back

More Extensions...
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Profile 6 — “I'm a minimalist”

- o (earacrs

arww et A b Passerrm et lae s ry Pus s Ambsces fowssare

© "

Loty Accemm % Your Logea Credt Carte o0 Werttan

Pror=anowre bn Veornamwve

Vve [ e sera



ldentities Revealed




Profile 1 — "Privacy & Security”

Extensions

o

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

v @ 1Password

0 AdBlock Engine

0 AdBlock Icon

| Ghostery Lite Con...

| Ghostery Lite Con...
| Ghostery Lite Con...
| Ghostery Lite Saf...

More Extensions...




Profile 2 — “Leave

me alone”

£ safari

Content Blockers

ALLOW THESE CONTENT BLOCKERS:

. AdBlock
AdBlock — Ad Blocking

@ AdBlock — International Language

@ AdBlock — Privacy Shield

e AdBlocker by F-Secure

v

L JIK < K< JE <

v

AdGuard — Custom
AdGuard — General
AdGuard — Other
AdGuard — Privacy
AdGuard — Security

AdGuard — Social

o NeverAds

T 161% @)

808606.06.606806

Content blockers affect what content is loaded while using Safari. They cannot send any information about
what was blocked back to the app.
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Profile 3 — “Bare Bones”
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Profile 4 — “Light touch”

‘ Ghostery Lite Con
‘ Ghostery Lite Con
v ‘ Ghostery Lite Con

‘ Ghostery Lite Saf.




Profile 5 — “Privacy & Cash Back”

Extensions

=L ¢ QS0 @ B O

General Tabs AutoFill Passwords Search Security Privacy Websites Extensions Advanced

@ 1Password @ (
ABP

ABP Control Panel

O ' “"Ghostery
Webex Meetings transmit co

| Ghostery Lite Con...

v g Ghostery Lite Con...

"
-

Ghostery Lite Con...
| Ghostery Lite Saf..

R Rakuten Cash Back

-

More Extensions... ?
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Profile 6 — “I'm a minimalist”

42



Winners

If you have 6/6 or 5/6 communicate score via chat
Indicate preference; Staples, iTunes, or Take Control book (2)

First 4 highest scores received will be winners
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